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Conflict of Interest Disclosures 
and statement of non-bias

I have NO real or apparent financial relationships that may create a conflict of interest to 
disclose.

I am not advocating for any of the products and services we are about to discuss in this 
presentation . Decisions to utilize these services are complex and unique to each 
organization and involve lots of stakeholders.  

This is a discussion of evolving capabilities and an industry that is rapidly changing



When we mention Artificial 
Intelligence(AI) 

What do you think?





AI, or Artificial Intelligence, refers to the simulation of human 
intelligence in machines that are designed to think and learn 
like humans. 

So What is AI?



ChatGPT, Copilot, and Gemni 



It is likely that individuals are turning to Large Language Models (LLMs) to seek health advice, much like searching for 
diagnoses on Google. We evaluate clinical accuracy of GPT-3·5 and GPT-4 for suggesting initial diagnosis, examination 
steps and treatment of 110 medical cases across diverse clinical disciplines.

The results indicated a clear performance progression of GPT-4 compared to its 
predecessor GPT-3·5 and Google search



The efficacy and accuracy of these AI tools 
generally depend on their training, 
specialisation, model updates, and 
question complexity. In this study we 
aimed to compare the ability of ChatGPT 
3.5, ChatGPT-4, two specifically built 
GPTs, Bard and Microsof Copilot to solve 
the pre-course Advanced Life Support 
(ALS) Multiple Choice Questionnaire 
(MCQ) of the European Resuscitation 
Council (ERC).



Moore's Law: The number of transistors on a microchip doubles 

approximately every two years, while the cost of computing power is 

halved. This observation has largely held true for several decades and has 

been a driving force behind the exponential growth in computing power.

Turing Test: originally called the imitation game by Alan Turing in 1950

https://en.wikipedia.org/wiki/Alan_Turing


• Natural Language Processing - a machine learning technology that 
gives computers the ability to interpret, manipulate, and comprehend 
human language

• Generative AI - AI systems that generate or reconstruct content. It can 
produce fresh and innovative content, spanning text, images, music, 
and code. 

• Large Language Models (LLM) - an intelligent computer program that 
can understand and talk with people using words answering questions, 
writing stories, and even having conversations  ...  uses deep learning 
techniques and massively large data sets 



AI (Artificial Intelligence) can be categorized in several ways based on its 
capabilities and applications. Here are the common types:
Based on Capabilities
•Narrow AI (Weak AI)
•General AI (AGI - Artificial General Intelligence)*
•Superintelligence *

Based on Techniques
•Machine Learning (ML)
•Deep Learning (DL)
•Natural Language Processing (NLP)
•Computer Vision
•RoboticsBased on Functionality

•Reactive Machines
•Limited Memory
•Theory of Mind (future concept)
•Self-aware AI (hypothetical)

* Not yet achieved



Personal Assistants Autonomous Vehicles

Recommendation Systems Smart Home Devices

Social Media Content Creation

Healthcare Customer Service

Finance Language Translation

E-commerce Education

Supply Chain and Logistics Fraud Detection and Security

Human Resources Agriculture

Legal Industry Energy Management
Marketing

Some current 
AI use cases



AI and Patient care
1. Enhanced Medical Imaging and Diagnosis
2. Remote Patient Monitoring
3. Drug Discovery and Development
4. Predictive Analytics
5. Genetic Analysis
6. Dermatology
7. Ophthalmology
8. Pathology
9. Personalized Medicine
10. Mental Health



Administrative tasks
- Notes creation using natural language 

processing and generative AI
- Report creation 
- Claims processing, billing,  
- Work scheduling

- vacation and coverage using 
demand modeling, skills knowledge

- Credentialing and licensing
- Compliance
- Chart reviews
- Record searches
- Billing and collections







Closed Caption and Translation AI



Some areas of concern with AI

Data Privacy 
and Security

Bias and 
Fairness

Transparency 
and 

Explainability

Regulatory 
and Ethical 

Issues

Integration 
with Existing 

Systems

Clinical 
Validation

Liability and 
Accountability

Patient Trust 
and 

Acceptance

Cost and 
Accessibility

Human 
Oversight



Security, Privacy, and HIPAA

Potential for AI to amplify existing biases in healthcare data 

Reliance of AI on large datasets that may contain sensitive patient information. 

While HIPAA provides a foundation for protecting patient data, it may not fully 
account for the complexities introduced by AI.
• Example reidentifying deidentified data 

AI technologies outpace the current regulatory framework



Security
Data Encryption: All patient data, whether at rest or in transit, 
should be encrypted to protect against unauthorized access. 
Encryption standards should be robust and up-to-date.

Access Controls: Strict access controls must be implemented to 
ensure that only authorized personnel can access sensitive data. 
This includes implementing strong authentication mechanisms 
and role-based access controls.

Audit Trails: Maintaining detailed audit trails helps track access 
and modifications to sensitive data. These logs can be crucial for 
identifying and addressing potential security breaches.

Incident Response: Developing a comprehensive incident 
response plan ensures that if a security breach occurs, there are 
protocols in place to mitigate the impact, inform affected parties, 
and address the breach.



Privacy

Data Minimization: AI systems should be 
designed to collect and process the 
minimum amount of personal data 
necessary for their function. This limits 
exposure and reduces privacy risks.

Anonymization and De-identification: 
Where possible, patient data should be 
anonymized or de-identified before being 
used for AI training or analysis. This helps 
to protect patient identities in case of data 
leaks.

Patient Consent: Patients should be 
informed about how their data will be 
used, including for AI purposes, and 
should have the option to provide or 
withdraw consent.

Data Ownership: Clear policies should 
be established regarding who owns and 
controls patient data, and how data is 
shared and used across different 
platforms and systems.



HIPAA 
1

Privacy Rule: The 
HIPAA Privacy Rule 
sets standards for the 
protection of 
individually identifiable 
health information. AI 
systems must ensure 
that they comply with 
these standards by 
safeguarding protected 
health information 
(PHI) and maintaining 
confidentiality.

2

Security Rule: The 
HIPAA Security Rule 
requires healthcare 
organizations to 
implement physical, 
administrative, and 
technical safeguards to 
protect electronic PHI 
(ePHI). AI systems 
must adhere to these 
safeguards, including 
secure data storage 
and transmission.

3

Breach Notification 
Rule: Under HIPAA, 
covered entities must 
notify affected 
individuals, the 
Department of Health 
and Human Services 
(HHS), and sometimes 
the media of breaches 
involving unsecured 
PHI. AI systems should 
have mechanisms to 
detect and report 
breaches promptly.

4

Business Associate 
Agreements (BAAs): If 
AI vendors handle PHI 
on behalf of covered 
entities, they must sign 
a Business Associate 
Agreement (BAA) to 
ensure compliance 
with HIPAA regulations. 
This agreement 
outlines the 
responsibilities of the 
vendor regarding data 
protection and privacy.

5

Risk Assessments: 
Regular risk 
assessments are 
required to identify 
potential vulnerabilities 
in systems that handle 
ePHI. AI systems 
should be included in 
these assessments to 
ensure that they do not 
introduce new risks.

6

Training and 
Awareness: Staff and 
users of AI systems 
should receive training 
on HIPAA requirements 
and best practices for 
maintaining data 
security and privacy.



Think

Let's challenge ourselves to think 
critically about AI as we move 

forward. This powerful tool holds 
immense potential, but it's crucial to 

consider its impact. 



Apple Health
• iPhone accessibility features
• VR and AR Vision pro and Epic
• Apple Health App on iPad  OS 17







https://health.google/health-research/imaging-and-diagnostics/

https://health.google/

https://health.google/health-research/imaging-and-diagnostics/
https://health.google/






Al for Health

Research and collaborations contributing to the Microsoft Al for Health program











Mental Health
AI-powered chatbots and virtual therapists can provide support 
and guidance to people with mental health conditions. This can 

help to address the growing shortage of mental health 
professionals.







Thank You for attending this session

Contact

Brian Gunnell

BSG6C@UVAHealth.org
https://www.linkedin.com/in/brian-gunnell-9a96759/

mailto:BSG6C@UVAHealth.org
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